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1
Decision/action requested

This contribution propose a new solution for protection of Resumecause to be captured in TR 33.809.
2
Rationale

The existing candidate solution #13 does not address all the scenario, for example:

· When the gNB is congested and the UE sends ResumeRequest with Resume cause as “emergency” and the ShortMAC-I

· Attacker changes the Resume cause from “emergency” to “RNAU” and does not modify the ShortMAC-I (knowing that gNB is congested)

· The congested gNB rejects the request, without checking the ShortMAC-I

· UE follows the wait timer even though the request is for “emergency” 

To protect against tampering of Resume Cause, it is proposed to echoing back the “resume cause” in the response. As the response from the network RRCRelease and RRCResume are protected, RRC Setup does not have impact and if the RRCReject is also protected (using RejectMAC-I), then the UE is aware whether there is any attack (modification to the Resume Cause) and take appropriate action.

3
Proposed pCR
********************Start of Changes***************************

6.x
Solution #x: Protection of resumecause field in the RRCResumeRequest 

6.x.1
Introduction
This solution addresses the following key issues:

-
Key issue #1: The 5G system shall have support for protection against tampering of RRCResumeRequest message.

The solution provides a mechanism to identify the manipulation of the resumecause field in the RRCResumeRequest message, if the network echo the received resumecause in the response message.

6.x.2
Solution details

To protect against tampering of Resumecause, the gNB echo back in the response message, the “resumecause” received in the request message from the UE. 

There are four possible response message from the gNB on receiving a Resume request message from the UE: RRCRelease, RRCResume, RRC Setup and RRCReject. 

As the RRCRelease and RRCResume response from the network are protected (SRB1), it is not possible of the attacker to successfully manipulate these response messages as like in the request message. 

For the case of RRC Setup response message, it does not have impact as the UE anyways moves to connected state. 

It is possible to protect the RRCReject message also (using RejectMAC-I, as detailed in Solution #2). 

When the UE identifies that the the resumecause sent in the RRC resume request message and the resumecause received in the response messages are different, then the UE suspects the vulnerability in the air interface and take appropriate action, like UE moves to RRC Idle, deletes the 5G AS context and I-RNTI, and indicates to upper layer with appropriate cause value for NAS recovery.  

6.x.3
Evaluation
This solution addresses the Key issue #1: The 5G system shall have support for protection against tampering of RRCResumeRequest message. By echoing back the resumecause by the network, the UE can identify whether any manipulation performed in the RRCResumeRequest message and take appropriate actions. 
*********************End of Changes**************************

